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1. Aims

The Agape Multi Academy Trust (The Trast)s to ensure that all personal data collected about staff,
pupils, parentsand cares, families, members, trusteegovernors, visitors and other individuals is collected,
stored and processed in accordance with UK data protection law.

Where we refer to The Trust this includes all schools within our trust.

This policy applies to all pnal data, regardless of whether it is in paper or electronic format.

2. Legislation and guidance
This policy meets the requirements of the:

1 UK General Data Protection Regulation (UK GRERR)EU GDPR was incorporated into UK
legislation, with somermmendments, bylhe Data Protection, Privacy and Electronic Communications
(Amendments etc) (EU Exit) Requlations 2020
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1 Data Protection Act 2018 (DPA 2018)

LG Aa olFaSR 2y 3JdzARIFyOS Lldzof AaKSR o0& UKaoSand y F2 NXY I G
guidance from the Department for Education (DfEGmmerative artificial intelligence in education

It meets the requirementsf the Protection of Freedoms Act 20When referring to our use of biometric
data

In addition, this policy complies with our funding agreement and articles of association.

3. Definitions
TERM DEFINITION
Personal data Any information relating to an identified, or identifiable, livir

individual.
CKA& YIe@ AyOfdzZRS (KS AYRAQD
» Name (including initials)
2 Identification number
? Location data
» Online identifier, such as a username

Lid YlIe Ffaz2 AyOfdzRS T Oid2N
physiological, genetic, mental, economic, cultural or social
identity.

Special categories of personal data = Personal data which is more sensitive and so needs more
protection, includingi@ 2 NY'F GA 2y F o62dzi

? Racial or ethnic origin

2 Political opinions

? Religious or philosophical beliefs
» Trade union membership

> Genetics

» Biometrics (such as fingerprints, retina and iris patterns
where used for identification purposes

? Healthg physcal or mental
> Sex life or sexual orientation
Processing Anything done to personal data, such as collecting, recordi

organising, structuring, storing, adapting, altering, retrievin
using, disseminating, erasing or destroying.

Processing can be aut@ted or manual.

Data subject The identified or identifiable individual whose personal dat¢
held or processed.
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TERM DEFINITION

Data controller A person or organisation that determines the purposes anc
the means of processing personal data.

Data processor A person oother body, other than an employee of the data
controller, who processes personal data on behalf of the d:
controller.

Personal data breach A breach of security leading to the accidental or unlawful

destruction, loss, alteration, unauthorised disclosif, or
access to, personal data.

4. The data controller

The Trusprocesses personal data relating to pareatsl carersfamilies,pupils, staff members, trustees,
governors, visitors and others, and therefore is a data controller.

TheTrustis regstered with the IC@ndhas paid its data protection fee to the ICO, as legally required.

5. Roles and responsibilities

This policy applies tall staffemployed by ouifrust and to external organisations or individuals working on
our behalf. Staff whao not comply with this policy may face disciplinary action.

5.1 Trust Bard

TheTrust Bard has overall responsibility for ensuring that Guastcomplies with all relevant data
protection obligations.

5.2 DataProtection Officers (DPG)

Our Data Protection Officers (DPQ) areresponsible for overseeing the implementation of this policy,
monitoring our compliance with data protection law, and developing related policies and guidelines where
applicable.

They will provide an annual report of their actividirectly to theTrust Bard and, where relevant, report
to the board their advice and recommendations toust data protection issues.

OurDPQGarealso the first point of contact for individuals whose data frestprocesses, and for the ICO.

Fulldet Af&a 2F (GKS 5thQa NBalLlRyaioAfAdASa FNB asSd 2dz
Our DP@ are:

For Altwood SchooBatswana Services, Suite G12 Ferneberga House, Alexandra Road, Farnborough,
Hampshire, GU14 6DQ. Emailmin@satswana.conTelephone: 01252 75917Enquiries and requests

AK2dA R 68 aSyid Ay GKS FANBRG Ayadlyos G2 aNB bo 2|
Maidenhead, Berkshire, SL6 4RMalker@alivoodschool.co.uk

For The Piggott School: Mr David That¢Adre Piggott School, Twyford Road, Wargrave, Berkshire, RG10
8DS. Emailipo@piggottschool.ordelephone01189 402357
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For The Agape Multi Academy Trudrs Rebecca Markgape Multi Academy Trust, C/O The Piggott School,
Twyford Road, Wargrave, Berkshire, R8D&. EmaiMarrR @agapetrust.co.likelephone01189 402357

5.3CEO &Headteaches

Our CEO (for the Agaf@rust) and our eadteaches (for their respective schodcts as the representative
of the data controller on a daip-day basis.

5.4 All staff

Staff are responsible for:

9 Collecting, storing and processing any personal data in accordance with this polic

1 Informing theTrustof any changes to their personal data, such as a change of address

I Contacting thaelevantDPO in the following circumstances:

1 With any questions about the operation of this policy, data protection law, retaining personal data
or keeping personal data secure

1 If they have any concerns that this policy is nhot being followed
1 If they are unsure whether or not they have a lawful basis to use personal data in a particular way

1 If they need to rely on or capture consent, deal with data protecrights invoked by an
individual, or transfer personal data outside the UK

9 If there has been a data breach

1 Whenever they are engaging in a new activity that may affect the privacy rights of individuals
including collecting or processing new data

1 If they need help with any contracts or sharing personal data with third parties

6. Data protection principles

The UK GDPR is based on data protection principles that our school must comply with.
The principles say that personal data must be:

1 Processed lawfyl fairly and in a transparent manner

9 Collected for specified, explicit and legitimate purposes

1 Adequate, relevant and limited to what is necessary to fulfil the purposes for which it is processed
1 Accurate and, where necessary, kept up to date

1 Kept for nolonger than is necessary for the purposes for which it is processed

1 Processed in a way that ensures it is appropriately secure

This policy sets out how the school aims to comply with these principles.
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7. Collecting personal data

7.1 Lawfulness, fairnesand transparency

We will only process personal data where we hage¥ ¢ Wi | g Fdzf ol asSaQ of S3IFt N
protection law:

)l

The data needs to be processed so that Tmestcanfulfil a contractwith the individual, or the
individual hasasked the school to take specific steps before entering into a contract

The data needs to be processed so that Tmestcancomply with a legal obligation

The data needs to be processed to ensurewttal interestsof the individual or another persorei.to
LINPGSOG az2vyS2ysSQa fATS

The data needs to be processed so that Tmest as a public authority, cgrerform a taskin the public
interest or exercise its official authority

The data needs to be processed for thgitimate interestsof the Trust(where the processing is not for
any tasks th@rustLISNF 2 N &a Fa | Lzt AO FdziK2NAG&o 2N |
freedoms are not overridden

The individual (or their parent/carer when appropriate in the case of a pupil) has freely gjear
consent

For special categories of personal data, we will also hi@éthe special category conditions for processing
under data protection law:

1
1

= =4 4 -

The individual (or their parent/carer when appropriate in the case of a pupil) has gkpdicit consent

The data needs to be processed to perform or exercise obligations or rights in relagorptoyment,
social security or social protection law

The data needs to be processed to ensurewtital interestsof the individual or another person, where
the individual is physically or legally incapable of giving consent

The data has already been maaanifestly publicby the individual
The data needs to be processed for the establishment, exercise or defelegmbtlaims
The data needs to be processext feasons ofubstantial public interestis defined in legislation

The data needs to be processed faalth or social care purposesind the processing is done by, or
under the direction of, a health or social work professional or by any other persayedtib
confidentiality under law

The data needs to be processed fblic health reasonsand the processing is done by, or under the
direction of, a health professional or by any other person obliged to confidentiality under law

The data needs to be pcessed foarchiving purposesscientific or historical research purposes, or
statistical purposes, and the processing is in the public interest

For criminal offence data, we will meet both a lawful basis and a condition set out under data protection
law. Conditions include:

1
1

The individual (or their parent/carer when appropriate in the case of a pupil) has givesent

The data needs to be processed to ensurevtal interestsof the individual or another person, where
the individual is physically or lally incapable of giving consent

The data has already been maabanifestly publicby the individual
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1 The data needs to be processed for or in connection with legal proceedings, to obtain legal advice, or for
the establishment, exercise or defencelegal nghts

1 The data needs to be processed for reasonsutiistantial public interests defined in legislation

Whenever we first collect personal data directly from individuals, we will provide them with the relevant
information required by data protection law.

¢tKS O2yaSyid 2F LINByGa Attt 0S a2dzaKG LINA2N G2 (K
related tochild protection orpreventative counselling services offered directly to a child.

We will always consider the fairness of our datacessing. We will ensure we do not handle personal data
in ways that individuals would not reasonably expect, or use personal data in ways which have unjustified
adverse effects on them.

7.2 Limitation, minimisation and accuracy

We will only collect pesonal data for specified, explicit and legitimate reasons. We will explain these reasons
to the individuals when we first collect their data.

If we want to use personal data for reasons other than those given when we first obtained it, we will inform
the individuals concerned before we do so and seek consent where necessary.

Staff must only process personal data where it is necessary in order to do their jobs.

We will keep data accurate and, where necessary, up to date. Inaccurate data will be rectifiadent
when appropriate.

In addition, when staff no longer need the personal data they hold, they must ensure it is deleted or
anonymised. This will be done in accordance withThesQa NB O2NR NBi{iSyiAz2y & O0OKSR:

8. Sharing personal data

We will not nomally share personal data with anyone else without consent, but there are certain
circumstances where we may be required to do so. These include, but are not limited to, situations where:

9 There is an issue with a pupil or parent/carer that puts the safety of our staff at risk
1 We need to liaise with other agencies — we will seek consent as necessary before doing this

1 Our suppliers or contractors need data to enable us to provide services to our staff and pupils — for
example, IT companies. When doing this, we will:

o Only appoint suppliers or contractotisat can provide sufficient guarantees that
they comply with UK data protection law

0 Establish a contract with the supplier or contractor to ensure the fair and lawful
processing of any personal data we share

0 Only share data that the supplier or contractor needs to carry out their service

We will also share personal data with law enforcement and government bodies where we are legally
required to do so.

We may also share personal data with emergency servicesaabtduthorities to help them to respond to
an emergency situation that affects any of our pupils or staff.

Where we transfer personal data internationally, we will do so in accordance with UK data protection law.
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9. Subject access requests and other tiglof individuals

9.1 Subject access requests

LYRAGARdzr £ & KIFE@S | NAIKG G2 YI1S | wadzomeSod |
Trustholds about them. This includes:

O«
O«
w»
QX

1 Confirmation that their personal data is being processed
91 Accesgo a copy of the data

9 The purposes of the data processing

1 The categories of personal data concerned

1 Who the data has been, or will be, shared with

1 2¢ t2y3 GKS RFEGlF gAff 0S &A02NBR FT2NE 2NJ AT
period

1 Where relevant, the existence of the right to request rectification, erasure or restriction, or to
object to such processing

1 The right to lodge a complaint with the ICO or another supervisory authority
9 The source of the data, if not the individual

1 Whetherany automated decisiomaking is being applied to their data, and what the significance
and consequences of this might be for the individual

1 The safeguards provided if the data is being transferred internationally

Subject access requests can be submittedriy form, but we may be able to respond to requests more
quickly if they are made in writing and include:

9 The rame of individual

9 Correspondence address

9 Contact number and email address
9 Details of the information requested

If staff receive a subject acaerequest in any form they must immediately forward it to tieéevantDPO.

9.2 Children and subject access requests

Personal data about a child belongs to that child, and not the child's parents or carers. For a parent or carer
to make a subject accessguest with respect to their child, the child must either be unable to understand
their rights and the implications of a subject access request or have given their consent.

Children below the age of 12 are generally not regarded to be mature enough tostadéitheir rights and

the implications of a subject access request. Therefore, most subject access requests from parents or carers
of pupils at our school may be granted without the express permission of the pupil. This is not a rule and a
LJdzLJA  Qté undedstant their&ights will always be judged on a elagease basis.

Children aged 12 and above are generally regarded to be mature enough to understand their rights and the
implications of a subject access request. Therefore, most subject accessteffom parents or carers of

pupils at our school may not be granted without the express permission of the pupil. This is not a rule and a
LJdzLIAt Qa F oAt AGe (2 dzyRSNEGIl yR-byicasEhads. NAIKdGa gAfft

Agape MAT document: This is a Trust policy which means it must be followed by all schools in Agape MAT



9.3 Responding to subjéa@ccess requests
When responding to requests, we:
1 May ask the individual to provide 2 forms of identification
1 May contact the individual via phone to confirm the request was made

1 Will respond without delay and within 1 month of receipt of the requestrézeipt of the
additional information needed to confirm identity, where relevant)

9 Will provide the information free of chargaibject to the point marked * below.

1 May tell the individual we will comply within 3 months of receipt of the request, where a request
is complex or numerous. We \ithform the individual of this within 1 month, and explain why the
extension is necessary

1 May ask the individual to specify the information the request is in relation to in the event a large
amount of information is being processed about them

We may not ikclose information for a variety of reasons, such as if it:
1 Might cause serious harm to the physical or mental health of the pupil or another individual

9 Would reveal that the child is being or has been abused, or is at risk of abuse, where the disclosure
2F GKIG AYF2NXIGA2Y g2dd R y2i 6S Ay (KS OKAfR

g2 2dzf R Ay OfdzRS | y2GKSNJ LISNER2Yy Qa LISNER2Y It RIFGLF
KFIgS (KS 20KSNJ LISNE2yQa O2yaSyd yR Al g2dzZ R

1 Is part of certan sensitive documents, such as those related to crime, immigration, legal
proceedings or legal professional privilege, management forecasts, negotiations, confidential
references, or exam scripts

If the request is unfounded or excessive, we may refusectmn itor charge a reasonable fee to cover
administrative costs. We will take into account whether the request is repetitive in nature when making this
decision*

When we refuse a request, we will tell the individual why and tell them they have thetoigibimplain to
the ICO or they can seek to enforce their subject access right through the courts.

We will respond to a SAR either by sending the information electronicallypapier copies.

9.4 Other data protection rights of the individual

In additionto the right to make a subject access request (see above), and to receive information when we
are collecting their data about how we use and process it (see section 7), individuals also have the right to:

1 Withdraw their consent to processing at any time
9 Ak us to rectify, erase or restrict processing of their personal data (in certain circumstances)
1 Prevent use of their personal data for direct marketing

1 Object to processinthat has been justified on the basis of public interest, official authority or
legtimate interests

1 Challenge decisions based solely on automated decision making or profiling (i.e. making decisions
or evaluating certain things about an individual based on their personal data with no human
involvement)

Agape MAT document: This is a Trust policy which means it must be followed by all schools in Agape MAT



1 Be notified of a data breach (in ¢ain circumstances)
1 Make a complaint to the ICO

9 Ask for their personal data to be transferred to a third party in a structured, commonly used and
machinereadable format (in certain circumstances)

Individuals should submit any request to exercise thedatsitp therelevantDPO. If staff receive such a
request, they must immediately forward it to the DPO.

Where the data in question has been disclosed to third parties the Trust will advise the third parties of any
rectification, erasure or restriction of pcessing where possible.

Requests for rectification, erasure or restriction of processing will be responded to in one month; this will be
extended by 2 months where the request is complex.

10. Parental requests to see the educational record

In academiesttere is no legal right forgrents, or those with parental responsibility, haveaccess to their

OKAf RQa SRdzOF A2yl f NBO2NR 0 ¢ KAWKwillhohveverguBv@iathisnt@ a & A
parents, or those with parental responsibilityithin 15 school days of receipt of a written request.

If the request is for a copy of the educational recovg,may charge a fee to cover the cost of supplying it.

We will provide access or a copy of the educational reasrbbng as the pupil concernesidaged under 18.

There are certain circumstances in which this right can be denied, such as if releasing the information might
cause serious harm to the physical or mental health of the pupil or another individual, or if it would mean
releasing exam marksefore they are officially announced.

11. Biometric recognition systems

b23S GKIFIG Ay GKS O2yGSEG 2F GKS t NRGSOGAZ2Y 2F CNB
18.
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pupils use finger prints to receive school dinners instead of paying with cash we will comply with the
requirements of theProtection of Freedoms Act 2012

Parents/carers will be notified before any biometric recognition system is put in place or before their child

first takes part in it. Th@rustwill get written consent from at leadt parent or carer before we take any

biometric data from their childrad first process it.

t I NByidakOFNBNBR |yR LlzZLAfa KIFI@S GKS NRIKG (2 OKz2z2a
provide alternative means of accessing the relevant services for those pupils. For example, pupils can pay for
school dinnerdy ertering a 4 digit pin (at The Piggott Schq@econdary Phasa} each transaction if they

wish.,

Parents/carers and pupils can withdraw consent, at any time, and we will make sure that any relevant data
already captured is deleted.

As required by law, if pupil refuses to participate in, or continue to participate in, the processing of their
OA2YSGNRO RFEGFZEZ ¢S oAttt y23G LINRPOS&aa GKFG REGE  ANN
parent(s)/carer(s).

2 KSNBE adlFTF YSYO0SNA 2 Nbi@dneticSyslern(§,dee \iilkalsazbt&in tiek @nsénOK 2 2
before they first take part in it and provide alternative means of accessing the relevant service if they object.

Agape MAT document: This is a Trust policy which means it must be followed by all schools in Agape MAT
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Staff and other adults can also withdraw consent at any time, and thstwill delete any relevant data
already captured.

12. Photographs and videos
As part of our activities, we may take photographs and record images of individuals witlinustir

For the Primary Schools/Phases in our Trustmill obtain written consent from parentséarers for
photographs and videos to be taken of their child for communication, marketing and promotional materials.
We will clearly explain how the photograph and/or video will be used to both the parent/carethargupil.

Any photographs and videos &k by parents/carers at school events for their own personal use are not
covered by data protection legislation. However, we will ask that photos or videos with other pupils are not
shared publicly on social media for safeguarding reasons, unless adlévamt parents/carers have agreed

to this.

For the Secondary Schools/Phases in our Treswill obtain written consent from parents/carers, or pupils
aged 18 and over, for photographs and videos to be taken of pupils for communication, marketing and
promotional materials.

Where we need parental consent, we will clearly explain how the photograph and/or video will be used to
both the parent/carer andhe LJdzZLJA £ @ 2 KSNB 6S R2y QG ySSR LI NBydGl
pupil how the photographrd/or video will be used.

Any photographs and videos taken by parents/carers at school events for their own personal use are not
covered by data protection legislation. However, we will ask that photos or videos with other pupils are not
shared publicly osocial media for safeguarding reasons, unless all the relevant parents/carers (or pupils
where appropriate) have agreed to this.

Where theTrusttakes photographs and videos, uses may include:
9 Within school on notice boards and in school magazines, breshnewsletters, etc.
9 Outside of school by external agencies such as the school photographer, newspapers, campaigns
1 Online on our school website or social media pages
1 Internal assessment of student learning and progress across the curriculum areas

Consentan be refused or withdrawn at any time. If consent is withdrawn, we will delete the photograph or
video and not distribute it further.

When using photographs and videos in this way we will not accompany them with any other personal
information about thechild, to ensure they cannot be identifieohless it is in practical subjects where we
are capturing performance

13. Artificial intelligence (Al)

Artificial intelligence (Al) tools are now widespread and easy to access. Staff, pupils and parents/carers
may be familiar with generative chatbots such as ChatGPT and Googld Bartrustecognises that Al
has many uses to help pupils learn, llgoposes risks to sensitive and personal data.

To ensure that personal and sensitive data remains secure, navilige permitted to enter such data
into unauthorisedgenerative Al tools or chatbots.

If personal and/or sensitive data enteredinto an unauthorisedgenerative Al toolThe Truswill treat
this as a data breacénd will follow the personal data breh procedure outlined imppendix 1.

Agape MAT document: This is a Trust policy which means it must be followed by all schools in Agape MAT
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14. Data protection by design and default

We will put measures in place to show that we have integrated data protection into all of our data
processing actities, including:

1 Appointing suitably qualified DRQCand ensring they have the necessary resources to fulfil their duties
and maintain their expert knowledge

1 Only processing personal data that is necessary for each specific purpose of processing, and always in
line with the data protection principles set out inlegant data protection law (see section 6)

f Completing data protection impact assessments wherethsQa LINE OS&aadAy 3 2F LISNE;
a high risk to rights and freedoms of individuals, and when introducing new technologieswWiiPO
advise on ts process)

91 Integrating data protection into internal documents including this policy, any related policies and privacy
notices

1 Regularly training members of staff on data protection law, this policy, any related policies and any other
data protection matérs; we will also keep a record of attendance

Regularly conducting reviews and audits to test our privacy measures and make sure we are compliant

Appropriate safeguards being put in place if we transfer any personal data outside of the UK, where
different data protection laws may apply

1 Maintaining records of our processing activities, including:

1 For the benefit of data subjects, making available the name and contact details of our Trust and
5thQa FyR Fff AYyF2NX¥IGA2Y & SednddocessBHpidperbdsaR G 2
data (via our privacy notices)

1 For all personal data that we hold, maintaining an internal record of the type of data, type of data
subject, how and why we are using the data, any Hpiagty recipients, any transfers outsidé o
the UK and the safeguards for those, retention periods and how we are keeping the data secure

15. Data security and storage of records

We will protect personal data and keep it safe from unauthorised or unlawful access, alteration, processing
or disclosire, and against accidental or unlawful loss, destruction or damage.

In particular:

1 Paperbased records and portable electronic devices, such as laptops and hard drives that contain
personal data, are kept under lock and key when not in use

1 Papers contaimig confidential personal data must not be left on office and classroom desks, on
staffroom tables, or left anywhere else where there is general access

1 Where personal information needs to be taken off sfaff should take extra care to follow the same
procedures for security. The person taking the information from the trust premises accepts full
responsibility for the security of the data

9 Digital data is coded, encrypted or password protected, both on a local hard drive and on a network
drive that is bac&d up off site

Agape MAT document: This is a Trust policy which means it must be followed by all schools in Agape MAT
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1 Memory sticks will not be used to hold personal informatiéH data should be stored on the school
network drive.

Staff, trustees and governors will not use their personal email for school purposes
All members of staff, trustees and govers are provided with their own secure log on and password
lff adl¥F 6Aff I RKSNBE FdAfe (2 GKSANI a0OKz22f Qa 2y

= =4 =4 =2

Staff, trustees and governors must only access and use personal data that they are authorised to access
anduse and which is needed for a specific task within their role

1 All staff involved in processing data will
o Read and understand this policy
0 Use strong passwords and tvebep authentication
o Encrypt all portable devices if they contain personal data
0

Not downbad personal data onto personally owned devices unless absolutely necessary. In such
cases the personal data should be deleted from the personal device as soon as is practicable
after use

1 Before sharing data, all staff members, members, trustees and gokewill ensure that they are
allowed to share it, adequate security is in place to protect it and who will receive the data has been
outlined in a privacy notice

9 Under no circumstances are visitors allowed access to confidential or personal informégitors\to
areas of the school containing sensitive information are supervised at all times

f ¢KS LIKeaAOlItf &aSOdaNRARiGe 2F (KS (NHza{IQa o6dzAf RAy3Ia |
ongoing basis. If any extra risk in burglary/theft isiifeed extra measures to secure data will be put in
place

9 Circular emails to parents must be sent via school Comms/SIMS in touch or use the blind copy function
on email systems so email addresses are not disclosed to other recipients

1 Where we need to sharpersonal data with a third party, we carry out due diligence and take
reasonable steps to ensure it is stored securely ateluately protected (see section 8)

16. Disposal of records

Personal data that is no longer needed will be disposed of secietgonal data that has become
inaccurate or out of date will also be disposed of securely, where we cannot or do not need to rectify or
update it.

For example, we will shred or incinerate pajrsedrecords andverwrite or delete electronic files. We
mayl f a2 dz&aS I GKANR LI NIeé G2 ar¥F¥Ste RAaLRaS 2F NBO
third party to provide sufficient guarantees that it complies with data protection law.

The Trust maintainsrearchive of historical interest. T imeans that some data is used for research

purposes (and that is compatible with the purposes for which the data was originally collected) may be kept
indefinitely if the relevant conditions apply. These are: that the data is not used to support deeibmurts
individuals, and that substantial damage or substantial distress is not likely to be caused to any data subject.
Personal data can be selected for permanent preservation, and stored, if these two conditions apply, on
condition that the other data mtection principles are complied with.

Agape MAT document: This is a Trust policy which means it must be followed by all schools in Agape MAT
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17. Personal data breaches
TheTrustwill make all reasonable endeavours to ensure that there are no personal data breaches.
In the unlikely event of a suspected data breach, we will follow the procedure s@t appendix 1.

When appropriate, we will report the data breach to the ICO within 72 hours after becoming aware of it.
Such breaches iour context may include, but are not limited to:

1 A nonanonymised dataset being published affrustwebsite which shove the exam results of pupils
eligible for pupil premium

1 Safeguarding information being made available to an unauthorised person

1 The theft of a laptop containing neencrypted personal data about pupils

18. Training
All staff trusteesand governors are pwided with data protection training as part of their induction process.

Data protection will also form part of continuing professional development, where changes to legislation,
guidance orthefrusQa LINRP OSaasSa YIF1S AlG ySOSaal NBEO

19. Monitoring arrangenents
The DP®areresponsible for monitoring and reviewing this policy.

This policy will be reviewesdiennially and approved by thEinance and Resources Committee of the Trust
Board

20. Equality Act 2010

We have carefully considered and analysed thpdot of this policy on equality and the possible
implications for people with protected characteristics as part of our commitment to meet the public sector
equality duty requirement to have due regard to the need to eliminate discrimination, advancetgapfali
opportunity and foster good relations. If you feel you have or may be negatively impacted by this policy
please contact us.

21.Links with other policies

This data protection policy is linked to our:

LYRAGARdzZE f a0OK22 {/ESecutyOOS LI 6fS dzasS LRfAOe
LYRADGARdzFf a0K22fQa . NAy3 @2dzNJ 26y RSOAOS LRt A0S
LYRAGARIZ f aOK22fQ&a // ¢+ LRfAOS

Child protection & safeguarding policy

Freedom of information plicy

Iy RA@PARdz- f a0K22fQa hyftaAayS alFfSae

= =4 4 A4 A A -

Privacy notices
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Appendix 1: Personal data breach procedure

This pocedure is based oguidance on personal data breactmeduced by the Information
/| 2YYA&aA2ySNRa hFFAOS oL/ h0oo

1 Onfinding o causing a breach or potential breach, the staff member, governor or data processor
must immediately notify the data protection officer (DPO) by filling out a reporting {ege
Appendix 2) and emailing it to the relevant DH®e data breach form is aable:

At Altwood School: on the \$lrive

At The Piggott School: on the staff shared resources in the school policies and procedures folder
School Policies and Procedures

The Trust encourages near misses to be reported via the data breach form so that the relevant DPO
can identify any areas for improvement and adapt processes and procedures as ngcessar

1 The DPO will investigate the report and determine whether a breach has occurred. To decide, the
DPO wilconsider whether personal data has been accidentally or unlawfully:

Y Lost

1 Stolen

1 Destroyed

1 Altered

1 Disclosed or made available where it should hate been

1 Made available to unauthorised people

1 Staff, members, trusteesnd governors will coperate with the investigation (including allowing
access to information and responding to questions). The investigation will not be treated as a
disciplinary mvestigation

9 If a breach has occurred or it is considered to be likely that is the caselgvantDPO will alert
the Headteacher and thé&hair ofthe Local @verring Body (if the breach relates to information
held by a school) or the CEO and Chairre#f Trust Boardf the information is held by the Trust
Central Team).

1 The DPO will make all reasonable efforts to contain and minimise the impact of the breach.
Relevant staff members or data processors should help the DPO with this where necaadary,
the DPO should take external advice when required (e.g. from IT provi(iees)the actions
relevant to specific data types at the end of this procedure)

1 The DPO will assess the potential consequences (based on how serious they are and how likely
they ae to happen) before and after the implementation of steps to mitigate the consequences

1 The DPO will work out whether the breach must be reported to the ICO and the individuals

A 2 4 A x

F F¥FSOGSR dzelkagsassmieki®olL / h Q&

1 The DPO will document the decisions (either way), in case the decisions are challenged at a later
date by the ICO or an individual affected by the breach. Documented decisions ai store
securely in arlectronicfolder held by the relevant DP@he DPO will also document any
preventative steps taken including training.
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https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://piggottschool.sharepoint.com/:f:/r/sites/StaffOnly/Documents/School%20Policies%20and%20Procedures?csf=1&web=1&e=951y9W
https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach-assessment/

1  Where the ICO must be notified, the DPO will do this vigithelE LJ2 NI | ofdheFCOOK Q LJ- 3 ¢
website, or through its breach report line (0303 123 1113), within 72 hdufs G KS a OK22f Q&
awareness of the breack\s required, the DPO will set out:

1 A description of the nature of the personal data breawotluding, where possible:
0 The categories and approximate number of individuals concerned
0 The categories and approximate number of personal data records concerned
The name and contact details of the DPO
A description of the likely consequences of the peedalata breach

A description of the measures that have been, or will be taken, to deal with the breach
and mitigate any possible adverse effects on the individual(s) concerned

1 If all the above details are not yet known, the DPO will report as much asameyithin 72 hours
oftheTrusQa I ¢ NBy S a arhexeéportiwik &plainNiattherk is a delay, the reasons
why, and when the DPO expects to have further information. The DPO will submit the remaining
information as soon as possible

1  Where theTrustis required to communicate witindividuals whose personal data has been
breached, the DPO will tell them in writing. This notification will set out:

1 A description, in clear and plain language, of the nature of the personal data breach
9 The name andantact details of the DPO
1 A description of the likely consequences of the personal data breach

1 A description of the measures that have been, or will be, taken to deal with the data breach and
mitigate any possible adverse effects on the individual(s) eored

1 The DPO wittonsider, in light of the investigation and any engagement with affeictéididuals,
whetherto notify any relevant third parties who can help mitigate the loss to individgfds
example, the police, insurers, banks or credit canchpanies

1 The DPO will document each breach, irrespective of whether it is reported to the ICO. For each
breach, this record will include the:

I Facts and cause
1 Effects

1 Action taken to contain it and ensure it does not happen again (such as establishing more
robust processes or providing further training for individuals)

Y Records of all breaches will be stoled SOGNRYAOFffe& 2y (GKS NBALISOGACL
computer system.

1 The DPO anHeadteacher(and in exceptional circumstances the Ci&il)meet to revew what
happened and how it can be stopped from happening again. This meeting will happen as soon as
reasonably possible

1 TherespectiveDPO andHeadteacherand CEO and DPO for the Agape Twiditmeet regularly
to assess recorded data breaches andidg any trends or patterns requiring action by the
school to reduce risks of future breaches

Agape MAT document: This is a Trust policy which means it must be followed by all schools in Agape MAT
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Actions to minimise the impact of data breaches

We set out below the steps we might take to try and mitigate the impact of different types of data breach
if they were to occur, focusing especially on breaches involving particularly risky or sensitive information.
We will review the effectiveness of these actions and amend them as necessary after any data breach.

Sensitive information being disclosed via email ¢{lading safeguarding records)

1 If special category data (sensitive information) is accidentally made available via email to
unauthorised individuals, the sender must attempt to recall the email as soon as they become aware
of the error

1 Members of staff whaeceive personal data sent in error must alert the sender and the DPO as soon
as they become aware of the error

1 If the sender is unavailable or cannot recall the email for any reason, the DPO will #Ek the
Department to attempt to recall ifrom externalNB OA LA Sy d&a FyR NBY20S Al FNP
system (retaining a copy if required as evidence)

1 In any cases where the recall is unsuccessfohnnot be confirmed as successthke DPO will
considers KS 1 KS NJ A (i Q ZontadtihaN@ekdNthduthdBisediildividuals who received the
email, explain that the information was sent in error, and request that those individuals delete the
information and do not share, publish, save or replicate it in any way

9 The DPO will endeavor to obtain a writterspgnse from all the individuals who received the data,
confirming that they have complied with this request

1 The DPO will carry out an internet search to check that the information has not been made public;
if it has, we will contact the publisher/websitevoer or administrator to request that the
information is removed from their website and deleted

9 If safeguarding information is compromised, the DPO will inform the respective designated
safeguarding lead and discuss whether the Trust should inform, nayl, of its 3 local
safeguarding partners

9 If the breach contains any entry codes or passwords then these codes/passwords will be changed
immediately
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Appendix 2: Form to complete after a data breach

Data Breach Form

This form should be used kbg any data breaches.

Section 1

1. Email:

2. Your Name:

3. School name where the breach occurred:
Section 2 Data Breach Details
4. When was the data breach discovered? (DD/MM/YYYY and time)

5. When did the data breach occuf®D/MM/YYYY and time)

6. Please describe what happened.

7. Have any preventative steps been taken prior to reporting the data breach? Please provide
as much detail as possible if steps have already been taken to minimise the date breach.

8. Categories of personal data includedlie breach. Please tick all that apply.

=4 =4 -4 8 & -8 _98 _9 _9a_°2_24_9 -9 -2 -2

1

Data revealing racial or ethnic origin

Political opinions

Religious or philosophical beliefs

Trade union membership

Sex life data

Sexual orientation data

Gender reassignment data

Health data

Basic personatlentifiers, e.g. name, contact details
Identification data, e.g. usernames and passwords
Economic and financial data, e.g. credit card numbers, bank details
Official documents, e.g. driving licence

Location data, e.g. coordinates

Genetic or biometridata

Criminal convictions or offences

Other

9. How many data subjects could be affected? Please remembers if the breach is related to a
pupil, they are classed as a data subject.

10. How many personal records are affected by the data breach?

11. Categores of data subjects that could be affected?

f

= =4 —a -8

Employees

Students

Parents

Third Party Providers
Local Authority

12. Potential consequences of the breach
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13. Is the personal data breach likely to result in a high risk to data subjects?

1 Yes
1 No
1 Not yetknown
14. Was the breach caused by a cyber incident?
1 Yes
1 No
1 Maybe

Section 3¢ Cyber Incidents
This section is to be completed where data breaches are related to cyber incidents.
15. Has the system integrity been affected? If yes, please specify. what

16. What is the potential impact to the organisation? Please provide as much information as
possible.

17. If the system has been recovered, what was the recovery time?
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